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Fairness in ML Applications
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Repairing Unfairness in ML
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Repairing Unfairness in ML

▪Data collection and training is an expensive and difficult process

▪Modifying them is often infeasible

o Terabytes of data are scraped to train LLMs

o Cleaning and analyzing the data is impossible

▪Can we fix fairness issues after model training is complete?
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Repairing Unfairness in ML

▪Data collection and training is an expensive and difficult process

▪Modifying them is often infeasible

o Terabytes of data are scraped to train LLMs

o Cleaning and analyzing the data is impossible

▪Can we fix fairness issues after model training is complete?
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Yes!



Overview

▪Fairness in Deep Neural Networks (DNNs)

• NeuFair: Neural Network Fairness Repair with Dropout [ISSTA '24]

▪Fairness in Large Language Models (LLMs)

• Attention Pruning: Automated Fairness Repair of Language Models 
via Surrogate Simulated Annealing [ICSE '26]
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NeuFair: Neural Network 
Fairness Repair with Dropout
Vishnu Asutosh Dasu, Ashish Kumar, Saeid Tizpaz-Niari, Gang Tan

ISSTA '24

9



Problem Statement
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Can we repair unfairness in a trained DNN without modifying dataset or re-training?



Key Observation and Idea 
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Observation: Subset of neurons disparately affects fairness

Idea: Dropping these neurons after training can improve fairness 
with negligible loss in utility



Challenges
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• Exponentially large search space

• DNN with N neurons has 2N possible 
subsets

Search space with N = 3



Solution
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• Use randomized algorithms to explore 
search space

• Two strategies:

oSimulated Annealing (SA)

oRandom Walk (RW)

Search space with N = 3



Overview of NeuFair
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Fairness and Utility Definitions
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• Fairness: 

o Equalized Odds Difference (EOD) is maximum of difference between true 
and false positive rates across protected groups

• Model Utility: 

oF1 Score and Accuracy



Methodology

1. Compute cost of current state
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1. Compute cost of current state

2. Sample neighbor and compute cost
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Methodology

1. Compute cost of current state

2. Sample neighbor and compute cost

3. If new cost is better, accept state. 
Else, accept with some probability
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Cost Function

▪Minimize EOD and maintain F1 
score
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1. Compute cost of current state 

2. Sample a neighbor state and 
compute cost

3. If new cost is better, accept 
state. Else, accept with some 
probability



Cost Function

▪Minimize EOD and maintain F1 
score

▪Linear combination of EOD and 
penalty for poor F1 

▪Fair states are encouraged

▪States with low F1 are penalized

20

1. Compute cost of current state 

2. Sample a neighbor state and 
compute cost

3. If new cost is better, accept 
state. Else, accept with some 
probability



Neighbors of a State

▪State stores a subset of neurons 
that need to dropped

▪Neighbors of a state are all states 
that add or remove a neuron to its 
subset

▪Hamming Difference is 1

▪Pick random neighbor
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1. Compute cost of current state 

2. Sample a neighbor state and 
compute cost

3. If new cost is better, accept 
state. Else, accept with some 
probability



Acceptance Criteria

▪Always accept good states

▪For bad states, two strategies:

oSimulated Annealing (SA): Accept with 
probability p = e-(∆cost/temperature)

oRandom Walk (RW): Always accept 
state i.e. probability p = 1 

▪SA balances 
exploration/exploitation

▪RW always explores 
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1. Compute cost of current state 

2. Sample a neighbor state and 
compute cost

3. If new cost is better, accept 
state. Else, accept with some 
probability



NeuFair
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Initialization

Compute cost of 

current and new 

state

Transition to 

new state

Repeat 

Until 

Time Limit



Experiments and Results 

▪  RQ1: How effective are randomized algorithms in repairing 
unfairness? 

▪  RQ2: Can dropout improve fairness and utility together? 

▪  RQ3: What are the design considerations of search 
algorithms? 

▪  RQ4: How does NeuFair perform against SOTA post-processing 
algorithms? 
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Experiments and Results

▪Seven settings with five different datasets 

▪Repeat with 10 random seeds each, 1 hr timeout

▪Penalty multiplier = 3.0

▪F1 threshold = 0.98

▪Restricted search space: 
 Min. 2 neurons

 Max. 20-40% of DNN

▪ 60%-20%-20% Train-Validation-Test split
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RQ1: Effective of randomized algorithms 
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Simulated Annealing on Test split



RQ1: Effective of randomized algorithms 
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Random Walk on Test split



RQ2: Improve Fairness and Utility together 
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Simulated Annealing on Test split



RQ2: Improve Fairness and Utility together 
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Random Walk on Test split



RQ3: Design Considerations of Search Algorithms 

▪ Increasing F1 threshold multiplier may decrease fairness

▪ Increasing search space (min/max no: of neurons) and may 

increase fairness

▪ Increasing time out may increase fairness

▪F1 penalty multiplier has non-trivial effect
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RQ3: Design Considerations of Search Algorithms 

31
Effect of Penalty Multiplier on EOD

SA acceptance probability p = e-(∆cost/temperature)



RQ4: Comparison to SOTA post-processing algorithms
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NeuFair compared to DICE (ICSE 23')



Conclusion

▪A subset of neurons disparately affects fairness

▪Deterministic dropout after training can improve fairness without 

loss in utility

▪Randomized algorithms are effective for neuron dropout
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Attention Pruning: Automated 
Fairness Repair of Language 
Models via Surrogate Simulated 
Annealing
Vishnu Asutosh Dasu, Md Rafi Rashid, Vipul Gupta, Saeid Tizpaz-
Niari, Gang Tan

ICSE '26
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Problem Statement
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Can we extend the idea of NeuFair to repair fairness in pre-trained LLMs?



Challenges

1. Size: LLMs contain billions of parameters

o  NeuFair experiments with small DNNs with 100s of neurons 

2.  Time: LLMs have high-inference time

o  Exploring each state takes several minutes

o  SA needs to explore 1000s of states in the exponential search space
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Fairness Definition

▪Bias HolisticBias dataset:

o A collection of prompts 
belonging to different groups 
G (e.g. race, gender, sex, etc.)

o Each group G contains sub-
groups g (gender: man, 
woman, transgender, etc.)

o Bias is measured as 
differences in model behavior 
(e.g., toxicity) across sub-
groups within the same group
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Utility Definition

▪Perplexity (PPL) measures 
how well a model Θ predicts 
a sequence y

▪ It is defined as the 
exponential of the average 
negative log-likelihood the 
model assigns to each token

▪We use the WikiText-2 
dataset to measure perplexity
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Dealing with the Size of LLMs



Attention in LLMs

▪Scaled dot-product attention (SDPA) operates on Query, Key, and 
Value vectors

▪Transformer-based LLMs consist of stacked blocks of Multi 
Head Attention (MHA) in each block
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Pruning Attention Heads

▪Several works have shown that LLMs are over-parameterized

▪Pruning a subset of head of attention heads can improve 
efficiency with minimal loss in performance

41Before Pruning After Pruning



Pruning Attention Heads

▪Can we prune attention heads to improve fairness?

o Less granular than infeasible neuron-level pruning and faster
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Pruning Attention Heads

▪Can we prune attention heads to improve fairness?

 Less granular than infeasible neuron-level pruning and faster

▪FASP Algorithm: Fairness-Aware Structured Pruning in 
Transformers [Zayed et. al, AAAI 2024]1

431https://ojs.aaai.org/index.php/AAAI/article/view/30256/32240



The FASP algorithm

1. Prune each attention head one at a time while keeping others 
intact
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2. Calculate the change in fairness and utility after pruning

45



The FASP algorithm

1. Prune each attention head one at a time while keeping others 
intact

2. Calculate the change in fairness and utility after pruning

3. Rank attention heads by magnitude of change

46



The FASP algorithm

1. Prune each attention head one at a time while keeping others 
intact

2. Calculate the change in fairness and utility after pruning

3. Rank attention heads by magnitude of change

4. Define critical heads: Heads that are important for utility

47



The FASP algorithm

1. Prune each attention head one at a time while keeping others 
intact

2. Calculate the change in fairness and utility after pruning

3. Rank attention heads by magnitude of change

4. Define critical heads: Heads that are important for utility

5. Prune a subset of non-critical heads that improve fairness the 
most
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The FASP algorithm: Issues

▪Effect of pruning attention heads is non-linear!

• Heads interact through residual connections and layer norms

▪E.g. If pruning the 1st and 3rd individually improves fairness, 
pruning them together may not
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The FASP algorithm: Issues

▪Effect of pruning attention heads is non-linear!

• Heads interact through residual connections and layer norms

▪E.g. If pruning the 1st and 3rd individually improves fairness, 
pruning them together may not

▪Solution: Use Simulated Annealing to consider all possible 
subsets of attention heads!
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Dealing with the Inference Time of LLMs



Efficiency of Simulated Annealing (SA) with LLMs

▪SA for pruning attention heads solves the non-linearity problem

▪However, SA needs to explore thousands of subsets of attention 
heads and inferring the fairness/utility of each state takes 
several minutes

▪E.g. One round of inference on LLama-2-7B takes 13 minutes on 
RTX A6000

▪How do we scale?
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Approximating Fairness/Utility

▪ Instead of computing the real fairness/utility of every state, can 
we approximate it?
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Approximating Fairness/Utility

▪ Instead of computing the real fairness/utility of every state, can 
we approximate it?

▪Solution: Train DNNs to predict what the fairness/utility after 
pruning a subset of attention heads would be

54



Surrogate DNN Training: Dataset Creation
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Examples from Dataset
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Surrogate DNN training

▪Train two DNNs, θbias and θPPL , 

to predict the bias and 
perplexity

▪The input to the DNN is a bit-
vector representing a subset 
of attention heads

▪DNNs are trained for 
regression using MSE loss
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Surrogate Simulated Annealing

▪Problem is now reduced to finding best input to both DNNs

▪Significantly scales up SA with LLMs

oE.g. 2,260,000x speed-up for LLama-2-7b
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Find subset of 

attention heads to 

prune

Equivalent
Find best input to 

both DNNs



Cost Function

59

▪Cost function of SA is weighted combination of bias and PPL DNN

▪ Ɛ controls the bias vs. perplexity trade off

oHigher epsilon trades of better bias for worse perplexity



Attention Pruning Algorithm
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Initialization after 

training DNNs

Compute cost using 

DNNs

Transition to 

new state

Finally prune 

LLM

Repeat 

Until 

Time Limit



Experiments and Results

▪RQ1: How effective are surrogate DNNs at predicting 
bias/perplexity?

▪RQ2: How does Attention Pruning compare to SOTA?

▪RQ3: What are the design considerations of Attention Pruning?

▪RQ4: Can Attention Pruning generalize beyond Gender bias?
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Experiments and Results

▪Six different LLMs evaluated against Gender bias from 
HolisticBias

▪Repeat with 3 different seeds

▪Standard pre-processing to scale down bias/PPL in [0,1]

▪Time limit of 3hrs
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RQ1: Effectiveness of Surrogate DNNs
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MSE of Trained Surrogate DNNs



RQ1: Effectiveness of Surrogate DNNs
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Effect of using only one surrogate DNN with SA



RQ2: Comparison against state-of-the-art
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Overall, AP finds states with better 

bias and PPL



RQ3: Design Considerations of Attention Pruning

▪AP has several hyperparameters that need to tuned

▪Two important ones:

o Ɛ in cost function

o Running Time
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RQ3: Design Considerations of Attention Pruning
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Higher values of Ɛ yield better bias 

at the expense of PPL



RQ3: Design Considerations of Attention Pruning
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Effect of running time on cost and 

bias/PPL



RQ4: Effect of reducing gender bias on other biases

69

Reducing Gender bias also reduces 

other biases



Conclusion

▪Surrogate DNNs are effective at estimating the effect of pruning 
attention heads on bias/PPL

▪Surrogate Simulated Annealing is effective at considering non-
linear relationships between attention heads
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Future Works

▪Surrogate DNN idea is very interesting and powerful

oCan we extend to other areas like robustness, privacy, etc.?

▪Data collection process to train DNNs is expensive

oSeveral hours to collect 1000s of samples

oCan we find more efficient ways to train surrogate models?

▪Using genetic algorithms instead of SA
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Thank You!
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