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Overview

• Dataset Distillation
• Differential Privacy
• Differentially-private Dataset Distillation
• Improving Noise Efficiency



Dataset Distillation



Dataset Distillation



Dataset Distillation

• Formally, dataset distillation is defined as

Where           is the model parameterized by                         is the loss function,       is the 
real dataset, and        is the synthetic dataset.



Distribution Matching

WACV 2023



Overview



Approach

• Create random images for the synthetic dataset

• For K iterations
• Randomly initialize a neural network (feature extractor)
• Sample mini-batch per class from synthetic dataset and real dataset
• Compute loss as MSE of features extracted using real and synthetic 

batches
• Update synthetic dataset to minimize loss using gradient descent



Algorithm



Results



Synthetic Images



Trajectory Matching
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Overview



Differential Privacy



Personal Data in Big Data Era 

• Government, company, research centers collect personal 
information and analyze them.

• Social networks: Facebook, LinkedIn

• YouTube & Amazon use viewing/buying records for 
recommendations.



Legislations on Privacy



ML Needs Data



Anonymization Does not Work

• “Who likes Justin Bieber?”

• Questionnaire: “Year, Program, Gender, Like Bieber or not?”

• Results as of Monday: “How many like Bieber” 16

• Results as of Tuesday: “How many like Bieber” 17

• Side information (available to the instructor): You enrolled 
late on Tuesday.



High Dimensional Data Leaks Information

Research Area Gender Department Ethnicity Name

Binary Analysis Woman CSE SE Asian -



High Dimensional Data Leaks Information

Monika!

Research Area Gender Department Ethnicity Name

Binary Analysis Woman CSE SE Asian -



Attacks on ML Models



Problem

• We need to learn from data, but personal data is sensitive

• How about we learn population insights without compromising 
individuals?



Differential Privacy (DP)

• DP is a mathematical framework that quantifies privacy loss

• It bounds the contribution/effect each data point has on the 
outcome



Differential Privacy (DP)



DP: Attacker’s Perspective



Formal Definition



DP Guarantee



High Level Idea



Privacy-Utility Tradeoff



Important Properties of DP

• Post-processing Theorem: 



Applying DP to ML

CCS 2016



Idea

• SGD is the randomized algorithm

• Adding DP to SGD:
• Use Poisson sampling to create mini-batches
• Clip the gradients to bound their norm
• Add calibrated Gaussian noise to gradients
• Perform gradient descent with noisy gradients



DP-SGD

DP-specific Modifications



Differentially Private Dataset 
Distillation



Distillation Seems Private but NO!



DP and Distillation
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Key Idea

• Combine distribution matching with DP

• Similar to DP-SGD: combining SGD with DP



Algorithm

Sample Feature Extractor

Sample Subset of Real Data

Compute features for both

Clip and add Noise

Update synthetic data



Improving Noise Efficiency 
in DP and Distillation



Introduction & Motivation

The Core Challenge:

• Modern machine learning models require massive datasets.

• These datasets often contain private user information.

The Goal:

Create small, efficient, and formally private synthetic datasets.

Opportunity: Combining DP with DD could yield the best of both worlds: small, efficient, and private datasets.

Existing Tools:

• Differentially Privacy (DP): Offers strong, provable privacy guarantees.

• Dataset Distillation (DD): Excels at creating very small synthetic datasets.



The Problem with Current Methods

Current private Dataset Distillation methods are inefficient in their use of the privacy budget.

Why?
1.Synchronized Sampling & Optimization:

Wastes privacy budget by injecting noise at every step.

1.Noisy Signals

Relies on gradients from randomly initialized networks.

The Result:
Suboptimal performance, especially under strict privacy.



Key Contributions

We proposed a novel two-stage framework that is robust to DP noise and significantly improves utility.

•The core DOS (decoupled optimization and sampling) module outperforms SOTA methods.

•The optional SER (subspace discovery for error reduction) module uses public/DP-constrained 

data to further boost performance.

•Compared to the strongest baseline, achieved 8%+ accuracy boost with only 1/5 of the dataset 

size on CIFAR-10.



Our Solution: The DOSSER Framework

DOS - Decoupled Optimization and Sampling:

Stage 1: Sampling. Private signals are encoded and stored.

Stage 2: Optimization. The synthetic dataset is optimized to 
match the stored signals.

SER – Subspace discovery for Error Reduction:

Subspace Discovery: Estimate informative subspace with 
auxiliary dataset.

Dimensional Reduction: Project training signals into low-dim 
subspace to reduce effect of DP-noise to training signals.
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Results | Quantitative: Higher Accuracy



Results | Qualitative: Clearer Images



Conclusion

Summary:
• DOSSER is a new, noise-efficient framework for private dataset distillation.

• Achieved 8%+ accuracy boost with 1/5 of the dataset size on CIFAR-10.

How:
• Decouples sampling from optimization.

• Uses SER to prioritize important features.

Impact:
Enables higher-quality, compact, private synthetic datasets for responsible AI.
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